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"OtlL""41'L1 (Terms of Reference: TOR) 

~14LVl1I1~LLft'lh14i'n't!t1"i::t1t1ilo4n'LI.ntlflnfl111"i::t1t1LfI;O'1t1f101l~1L"oiLLfI::9'L1L'VIoiLU" 

(Network IPS-Network Intrusion Prevention System) 

L~tl{l-;)1 fl1J VI 11'V1 V1 liTfJ1JVl1~1~fl11J1~1i fl1~t!1 ~ttltJt1tl~n'Uii'fJi'j fl fI11J~ ttJtJ LfI;tl~1fJ 

fltl1J\1'mmi (Network IPS-Network Intrusion Prevention System) L i1tl'Vi1\."j1~t1tl~n'Uii'fJi'jflfl11J,jtl 

~::t1tJLfI;tl~1fJt'U~tlLLtJtJ,j1{1 ') 1J1 fl1J1fJ'VIfl1 fJ~tlLLtJtJi~LL,jtl ttl'!. 2556 L i1tl t11~ttJtJ~11J1'Hl'Vi1~1'Ul~ 
I ... .. ,.. ... _... ~ .cal. 0" 	 tI'" tI0 

tlfJ1 ~flm'UO{lLLflt1Jfl111J'U1 L"Iltlfltl -;)~1Jfl111J -;)1 LlJ'U'VI1J fl1~~ LLfltJ 11~~ fl'l;1':ittJtJ flfltlVl-;)'U f11':i ~tJ 1~ 

1tI~ LLn':i1Jf11~'Vi1~1'U'lJtl~ L1tlif'U1tI~LLfl~1I-;)1m~1'IJtl~~aflii'ru"mh~~m~tl~ L i1tl 1 ~f11~~1Lil'U~1'U~ttJtJ 

LfI;tl,h fJfltlll\11 Lfltli'IJtl~1J'VI11'V1fJ1liTfJ mm~tJ;fl1~LLr1l11.b fJ~1'L1Li1tl 1 ~tJ;f11':i~ttJtJLfI;tl~1 fJfltl1Jib Lfltli 

LLn ilftfl LLflt1 Iflfl1n':i1ifl111JtlfltlVl.nfJLLflt1itl~t~'VIfim'W~~~VI 
~ 	 " . 

2. 1\Jlqtl~t~~fli' 

2.1 Li1 tl'Vi1f11~'li11{1i'n'l;1 ~ttJtI1tI':iLLfl~1Jt1tl{ln'U.nfJi'jnfl11J~:::tJtJLfI;tl'ih fJfltl1J\11 L9ltli 

(Network IPS-Network Intrusion Prevention System) 'lJtl~1JVl11'V1fJ1IiTfJ1J'VI1~1~fl11J111~11J1~{l1~~1'U 

l~tl~h~~m~tl~ LLflt1itl~tft'VI5m'W 

...... " 3. 	 i'jru~1JtI\Jl~L~'Um1f11 

" ":'I......,j.. ~ tI 1 ...... "'''' 3.1 ~ L~'Utl~1f119ltl{lLu'U'U9l'4f1f1f1'V1-;)VI'VItLtJfJ'U ~'U ~tL'VII'! 'VIfJ LLflt1JeJ1"1l'W'lJ1 fJ'W~VlVl~ nfl11 -;)VI 

'VItLiifJ'U'Vi1q~n~~1'U~ttJtJLfI;tl~1fJfltl1J\11L9ltlfl'UtI':it L 'VI1'!1'VIfJllJUtltlfd1 3 tI 

3.2 ~L~'U tl~1 fl1 ')tl{l1itl~ t ~tJf11~ru1'Ufl1~~ VI i~~ttJtJLfl;tl~1 fJ fI tl1J\11 L9l tl fl'UtI~::: L'VIfil 1~ntJ 
~mu'Ufl1~;1n'l;1 ~:::~tJ ~Vl1J;1n'l;1 'VI-W1 fJ~1'U':i1"1lfl1~ 'VI;tli'~1~1'V1n~ 1V1fJ1i1Jfll'h~1'U~1LL~'UtJ1V1t'U1tI 

~1'U1'UllJUtltJfl11 1 ~1'U LLflt1i~VlVl1J1fJi't1~tl~~1flVi\J1 fJ~1'U~~nI1l111~1J\"'1'V1fJ1IiTfJtI~tfltltl fl1~\1-;)1~ru1 
" " 1':'1 ".,j ..I 'I!"I ..... "'" ".t' 	 1" " 3.3 ~Li.'I'Utl~1f119ltl~ 1JLu'U~VI{lfl~ttl"lltl ~1 ~'UtJ!'lI"Il~1fJ"tl~'VI~~1'U'lJtl{lVl1~~1"1lf11~ LLfI::: VI LL-;)~ 
v 	 \J""."" 

L1fJ'U~tll1LL~1 VI;tlllJLu'U~~l~i'tJ~fI'IJtl~f11':i~~l~il~'4f1f1f1V1;m.jflflfl~'ULiJ'U~~~~1'U9l 11J~tLii fJtJ'lJtl~ 

3.4 ~Li.'I'Utl~1f11 ')tl~llJLu'U~1i~f1t1~t1t1"1l,.H111n'UntJr~\i.'I'Utl~1f11~1fJ~'U LLflt')tl~llJLu'U~1i 
" " " 	 \J 

~f1t1~t1fJ"Iltl~11Jn'U~tvd 1~~Li.'I'Utl~1f11 'VI;tlllJLU'U ~m:::'Vi1 fl1':iLiJ'Ufl1~1JVI'lJ11{1 fl1':i LL~{I1J'U~1f11mh~LiJ'U 
"of

5~~1Jl'Ufl1~L~'Utl~1f11f1i'~'U 

I I 
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3.6 ~~I1IUEl'j1fl1~El.:iii~L~EJ1"!11tyVl1.:i"1'U Computer Network 'jt~'IJ CCNA mh.:itiElEJ 2 flU 

LL"t~L~m"!11ty~~EJ1ti'IJ~alJ).nt1J,,) McAfee Network Security lf1EJii'.htmfl1ilEJvlJ)'j~'IJ'jEl.:itl~1.:itiElEJ 1 flU 

LflEJLLU'lJLElnI1l1'j1J1LLl1IfI.:i1U1ULI1IUEl'j1fl1 

3.7 ~~I1IUtl'j 1fl1 ;)El.:iiivni.:i~tl~'IJ'jEl.:i lil1n'IJ;,;'V1~~aIJ)VI~ tl'IJ;,;'V1m~~'lJm 'j LL~.:i~.:iLtJu 

~1 LLV1U~1V1ti1 EJ VI~ElLtJum~'IJ; f)1 'jfl ~L"U1'j.:i~mi1'W~tl1J~.:i1~f)1'jI1lt!'lJI1I'JUEltJf)'jw'W~mJ LLU'IJ LtlnI1l1'j1J1
\I \J' 	 ,. 1\ 

LLl1IfI.:i11..111..1 ~I1IUEl'j1fl1 

4. 4tJLL'IJ'IJ'j1EJf)1'j VI~tlflt1Jaf)'\it1JtL\l'W1t 

'j1EJ" ~ ~~ EJ fIm'j:ij1.:iLVl1J1 ~LL",hl.:i'jt'IJ'IJ'Utl.:i tiu.nEJflnfl11J'j~'IJ'IJ Lfl~El'!hEJflEl1Jfb ~IJ) tlof 1JVl11V1m a EJ 
... ... ",.f

1JVl11111'jfl11J 1J'j1EJ"t~tlEJflfI.:iU 

4.1 1tJ'j~~n'j1Ja'IJ~V1~"1V1~'IJ{1tl.:itiu.nEJflnfl11J'j~'IJ'IJ ~fl~tl~1EJflEl1J;j1 ~lJ)tlof ( Intrusions 
. ).... ",.f

Prevention System :IPS 1J'j1EJ"t~tlEJflfI.:iU 

4.1.1 	 ~tJULtJ'jLLm1J,hVl~'IJ~tJf)'jW ~~El McAfee ;1..1 M-6050 IPS ~~El1mum'j 

tJ~'lJtJl.:i'llfiLtJ'j~~n'j1Jn1'j,j1.:i1UU'lJtl.:i'j~'IJ'IJ1~~tJUillil~VUIJ)"tlflm~«tyty11f1EJii 

'jtEJ~~1"112.ititlEJn'111 tJ 
4.2 n1'j~LL"U11.:i~n~t1~tJn'jw {1El.:itiu.nEJflnfl11J'jt'IJ'IJ~fl~tl'!hEJflEl1J;j1LIJ)Eli ( Intrusions 

Prevention System :IPS ) 'lJtl.:i1JVl11V1maEJ1JVl11111'jfl11JLflEJ~tJn'jwiiflt1Jamit1Jt 
... I 'I.I.f 
fI.:iIJ)El~uU 

.1 ,.,j ... iJ'" 	 ...,j.,j • 1I..,j ~ 4.2.1 	 ~ un'jtlJVlLI1IUElIJ)El.:iL 1..1 Hardware AppLiance V1ElElnLL'IJ'lJ1J1L'WtlVl1V1U1V1~uU 

~tJn'jw Intrusion Prevention System (IPS) LflEJL\l'W1~ ~.:i11l11J1'jfl{1tl.:itium'j 

~nlnLL,,~f)1'jLlil1J~lil1m!b.itJ'jtl1l.:ifl~~ ;)tl.:if)1'jf)'j~,j1~tl~ fI'lJn'W~tl.:i'!lEl.:iLtJ'j LLf)'j1J 

'j~'IJ'lJtJ~~m'jLL"::'j~'IJ'IJ~fl~tl~1EJtl.:iflf)'j LL,,::~tJf)'jw~.:imh1;)tl.:i12.i~tJu~tJn'jw 

LL'IJ'IJ UTM (Unified Threat Management) 

4.2.2 	 ~tJmru~El.:iiiVlti1EJtJ'jt1J1"~"LL'IJ'IJ ASIC (Application-Specific Integrated 

Circuit) L ~EltJ'j::lEJ"!1u1Un1'jd.:ifl111J~~11um'jIJ)'j1lilI1lEl'IJf)1'jLlil1JPi (Attack) LL"t 

12.iii Hard disk tl~fl1EJ1u~tJmw~"EJ 

4.2.3 	 ~tJf)'jW~LI1IUtl~El.:i11l11J1'jfll1lt!'lJI1I'1um'j,j1.:i1ul"~.:iLL'IJ'IJ In-Line Mode, SPAI'J 

Port Monitoring LL"::'jtl.:i~'lJn1'j,j1 TAP mode 1~LtJuEl~1.:itiElEJ 

4.2.4 	 ~tJn'jw;)El.:iii ReaL-World Throughput tl~1.:ititlEJ 5 Gbps LL"tii Throughput 

1f1~;;El~"tJ'j::~f1V1 UDP '!IU1f1 1512 Byte Packets 12.ititmn11 10 Gbps 

4.2.5 	 ~tJmwlil::~tl.:i'jtl.:i~'lJn1'j1;;.:i1U'WtlilJ) Gigabit Ethernet SFP (TX, SX, LX) lt11l.2.i 

titlE.ln'l1 8 'WEl'flJ) LL"t'jtl.:i~'lJm'j1;;.:i11J'WElilJ) 10 Giga . rnet (XFP) 1~ 

tiElE.ln11 8 'WtlilJ) ~~f\'f)3JiV?, 

I 	 I 
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4.2.6 	 ~tlmwlA'.m~1'Hl~~8~il'VfEl'f~~~\J\J Gigabit Ethernet ~~~n88mJ1~1~'VI1mhvli'\J 

n1'~\J;'VI1O;;~l'lmo;;~1~tlmw (Management Port) ;S1'IJ1'IJ 1 'Vi8i~ LI'l~11h11J 

n\J'Vi8i~mm'IJmo;;~O;;1'OJ~\Jmo;;'4n,n (Detection Port) 

4.2.7 	 1.'111J1O;;Cl...hmo;; Bypass Traffic (Fail-Open) ~~\'ln Detection Port ~LI.'I'lJ8 t'IJ 
... .,j.1 ~ ~ ~"'.:'I .. ~ ••I" ( •

mW'VI~uno;;W61o;;I'lLL1O;;1Ju'Y'VI1'V1o;;8~111'l\J Hardware Failure) LL"~ Software 

Failure 'VI1n~tlmw~LI.'I'lJ8~1l1.'111J1O;;Cll111~ ~8~~1.'I'lJ8~tlmWfl1~'lJ8mhvli'\Jl11 
, 


Bypass Traffic LYl1J~~1J 


4.2.8 	 1.'111J1O;;Cl~o;;1'OJ1.'I8\J~L,,~il8~n'IJmo;;L'OJ1J;;~L\J\J Denial of Service (DoS) LL"~ 

Distributed Denial of Service (DDoS) LI'lEltiL'VIfililfil Threshold & 

Heuristic-based, Connection Limiting LL"~ Self-learning profile-based 

1I'lEJI.'I11J1O;;Cll.'li1~ DoS Profile 1~1l,jmJn11 5,000 profiles 

4.2.9 	 1.'111J1O;;Clil8~n'IJ~'4n,nt'IJltlLL\J\J~1~' 1~ ~-d'IJ Worms, Viruses, Trojans, 

Phishing, Spyware, VoIP, Botnets, Backdoors, SYN Floods, IP 

Defragmentation LL"~ TCP Stream Reassembly 1~ LL"~~8~1.'I11J1O;;Clil8~n'IJ 

mo;;l'OJ1J;;~L\J\J Zero-day 1~ 
.'1'" ,. ... .,j... .....,... (

4.2.10 	 1.'111J1O;;Cl~o;;1'OJ1.'I8\JLL"~u8~n'IJmO;;~'OJ1J~'VI1JmW1.l1o;;'VI1.'I1'l1E1 SSL SSL 

Encryption) LI'lEJI.'I11J1O;;Cll11 SSL Decryption 1~\J'IJ~tlno;;w IPS ~'11L1.'I'lJ8 LI'l~ 

il SSL Decryption Throughput 8~1~,j8EJ 4.4 Gbps LI'lEJI.'I11J1o;;ml.'l'IJ8~tlmw 

Lfi1JL~h.11~ 

4.2.11 	 1.'111J1o;;Cl~o;;1'OJ1.'I8\JLL,,~il8~n'IJ ARP spoofing LL"~ IP spoofing 1~ 

4.2.12 	 1.'111J1O;;Cll11mo;;~O;;1'OJ~\JLL,,~1Lfilo;;1~\1' Traffic Lvmt-trsi5 Signature-based 

Detection, Stateful Traffic Inspection, Anomaly Detection, Heuristic Bot 

Detection, Reputation-based Detection, Advanced Evasion Protection 

LLfl~ Layer 7 protocol detection 1~LtJ'lJ8~1~,j8EJ 

4.2.13 	 1.'111J1O;;Cl~o;;1'OJ1.'I8\JLL"~f'l1\J~1J Application 1~1l,j8E1n11 1,000 Applications 

L-d'IJ Facebook, YouTube LtJ'IJ~'IJ LI'l~1.'I11J1o;;ml.'l'IJ8~tlno;;WLfi1JL~1J1~ 

4.2.14 	 1.'111J1O;;Cl~l'lmo;;fil1\Jfl1Jmo;;ti-d8~"''Y'Y1W (Bandwidth management 'VI~8 

Bandwidth Control 'VI~8 Rate Limit) "l.IEl~o;;~\J\J~1'IJ~1~' 11J"l~Ln'IJn11~ 
n1'V1'IJ1'l 'VI~8ilEl~n'IJmO;;L'OJ1J;;~ilm1J1rumo;;ti-dEl~a'Y'Y1w~~1~ 

4.2.15 	 1.'111J1O;;Cll.'li1~ Virtual IPS LI'l~mo;;n1'V1'IJI'l'IJLEJ\J1~ (Policy) LLtl~m1J Port, VLAN 

I 	 J 


http:Lfi1JL~h.11
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4.2.16 	 ii Signature LL'U'U Open Signature Format 1"a~~LLa'l:::'U'Ua11J1'lfla;1~ 


Signature (User-defined Signature) ~1'U GUI1~ LLa:::a11J1'lmhoih (Import) 


Signature ~1f) Open-Source based L"li'U Snort Rules 1~ 


4.2.17 	 'lv~i''Um,a;1~"liv~1'l1~L~V1J''V (Integrated) VI~v'Ih~h (Import) ~aa'n6m'l 


~'l1~atJ'U"litJ~1vr1 (Vulnerability Assessment) ~1m:::'U'U Vulnerability 


Assessment 1~ 


4.2.18 	 a11J1'lmtJ~i''Um'l'Vi1~1'ULL'U'U Protocol Tunneling 1~;(~;l 


4.2.18.1 IPv6 


4.2.18.2 V4-in-V4, V4-in-V6, V6-in-V4, and V6-in-V6 tunnels 


4.2.18.3 MPLS 


4.2.18.4 GRE 


4.2.18.5 Q-in-Q Double VLAN 


4.2.19 	 a11J1'lmL1ij~L;;tJ'Um'tjn1n1~~1EJ15 E-Mail LLa::: SNMP 1~LtJ'UV~1~U€lEJ 


4.2.20 a11J1'lfl~€l'Ua'Uv~m,1~1Jm~"EJ15m' Drop Packet, IPS Quarantine, TCP 


Reset, ICMP host unreachable LLa::: Packet Logging 1"aa11J1'fI'Vi1f11'l Block f11'll~1J;\LL'U'U 


DoS/DDoS 1~ 

~ 	 ~ .

4.2.21 1J'l:::'U'U Redundant Power Supply 1'11Jf11'll11~1'ULL'U'U Hot-Swap 


4.2.22 1~i''Uf11'li''U'lV~1J1~'l\'i1'U CSA, UL, IEC, EN LtJ'Umh~uva
... 
4.2.23 	 ~g;~ii'ru"~La'Uv1~i''U Certified NSS Labs LtJ'Umh~uva 


4.2.24 	 ~t1mru~La'Uvlima11J1'lfl'U;Vl1'~"f11'l1~~1mh'Una1~ (Centralized 


Management) ~t1LL'U'U Web-based Management 
'" OJ t1*' *" ..'14,/ odtt..J4.2.25 'l:::'U'U'U'Vl1'~"f11'l~ f)'lru~'l1~~'ULLa:::1JV~n'Uf11'ltjn1m:::'U'ULfil'lV~1al'l 


t'i1'Una1~ (Centralize Management) IiV~a11J1'lfl'U;Vl1'~"m'l~t1f)'ru IPS LL'U'U'l11J,!!'UV (Centralize 


Management) 'n;v1Jg;~al'l~~~f)IiV~~11Jn!lVl1J1a~1'U1'U11iutJan11 2 licenses 


4.2.26 ii'nvi~fhVli''UL~€l1J''€lLfil~tJ1ha (Network Interface) LL'U'U Gigabit Ethernet 


~1'U1'U€lEh~'Il€lEJ 1 'ntJi~ 


4.2.27 	 ii'l:::'U'U Redundant Power Supply 


4.2.28 	 a11J1'fI~"~~'U'U Rack Mount ~'U1"1J1~'l.l1'U 19 ih1~ 


4.2.29 	 ;;"~~'l::'U'UtillUiif11'l'n;tJ1J Software Lflvm''U~Vl1'l~''f11'l~t1mru IPS ~La'U€l 


4.2.30 	 a11J1'lfl'Vi1f11' Authentication ~11Jn'U'l:::'U'U Radius LLa:: LDAP 1~ 


4.2.31 a11J1'r1'Vi1f11,ij'nL"1'l Signature '!JtJ~~t1n'ru IPS 

" 
Management i~LL'U'Uij~1'Umi LLa::LL'U'U Manual 
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4.2.32 G11111'mtli'tlu.~.:Ifi1 (Configuration) t'ULL~~:::tltln'Iru IPS ~1'U'I:::tItI 

Centralized Management 1;; 
4.2.33 ~tl.:lG11111'Iflvi1 Traffic Encryption 'ItVl11.:1tltlmru IPS titl'I:::tltltI~~1'I~~m'I~ 

a1'Un~1.:1 (Centralized Management) 1;; 

4.2.34 'I:::tltltI~~1'I~~m'IG11111'IflG1i'1.:1'I1£J.:I1'U1;;U.~tG11111'Ifl Export t 'UltlU.tItI 

<V II f II .., .::1"HTML, PDF u.~t CSV 1~£J'Itl.:l'Itlm'IG1'I1.:1'I1£J.:I1'U ~tl£J1.:1'Utl£J ~.:I'U 

• Executive Summary Report 

• IPS Configuration Summary Report 

• Top 10 Attacks 

• Top 10 Attack Sources 

• Top 10 Attack Destinations 

• Top 10 Attack Source Countries 

• Top 10 Applications by bandwidth usage 

• File Reputation Report 

• Layer 7 Data Report 

.. .., ... Uti aI. II ... 

6.1 1I~1TV' £J1~ £JlI~1G11'Ifl111liltVllil1'IW1'I1fl1 L\lVl1t~L'II1 LG1'Um1 fl1'V1 N1'U'IItl LG1'U tl'VI1.:1 L'VIfl'Ufl 

LL~ t ~1 'Uitl fh~'U~L~ £.11 titl '"l WG111,j~'11 tl.:l ~Li1 LG1'U tl 'I1 fl1 L111,r'U LL~ tll~11'VI £.I 1t;l£.I'll tl G1.:11 'UH'VItt 'U n 1 'I 

... II "" .-aI '" .. lt1 .-"'. :'1 .-"' ..II ..Vllil1'IW1~L'II1LG1'Utl'I1fl1 "Il.:lll'"lWG1l1t1"tl'U'VI'Utlm~'Utl 'I1n'"lWG111t1"'VIlil1Lu'ULL~t'"lWG1l1t1"'VIfl1'I1I u.~::: 

.. <V =.("'.. II !"I"" "tl 1 ~ III '" 1I~11'V1£J1~£J'IItlG1.:11'U'1'V1t)'VI liltVllil1'IW1~ L'II1 LG1'Utl'I1fl1'I1£J'VILG1'Utl'I1fl1tl~ L'U1.:1L.:I'U LL~t L~ 'It £J'II'ULLn 

1I'Vn1'V1£J1t;l£J~~t1~ritl'U 
Uti .. II cal 1 .. 4.., ... 'I""" ..,.t.J

6.2 ~L'II1LG1'Utl'I1fl111~'U1'V1u.G1IMLtlnG11'I"1~~ LVltl£J'U£J'U ~'ItlLLG1~~L~L~'Ufl~'"lWG111t1""1~~ 'VI 

II :'1 lt1 1/. .. co .-"'co I 1/. 1 '" • II :'1
lilt"tl~Lu'U "111'11tlm~'U~ ~'Itlll'"lWG111t1"'VI~m1'11Elm~'U~ ~mtlnG11'I'VI'U1111LLG1~~lilt"tl~Lu'ULElnG11'I 

<v.. ":'1 -s.,j :'1 aI ... 1II !'It.,j 'II 1 ., lt1 .. II II 
mlil'I~ ~'ItlL u'ULtlnG11'I611L'U1'V1L u'U'VI1~m'I G11111'Im'lltlfltl ~ LL~tL1J'U'VI£Jtlll'ItI ~£J'VI1 "Il~~L'II1 

LG1'Utl'I1fl11iWU1~lil t4ftl~L m£.ItlL Vi£JtliElfh~'U~~1I~11 'VImt;l£.I n1~'U~t 'U LL~~titl titl'"lWG1l1~'IItl.:l" 'ULtl~ 
~. .,j 1 II "I"'" I .,j. II "I tI 1 "I """" u.~t'lltl~tltIn'IW"1~~ 'VILG1'Utl ~£J'iiJt"El~'It'-l L~'II~Llil'U11LElnG11'I'VI'U1111LG1'Utl 'IItlfl1111 L'U 'It £Jfl L~'VI L'II 

v'Uv'Uitln1~'U~~1I1m~'111~'IItl~1I~11'V1£J1t;l£J 1~£J~Li1LG1'Utl'I1fl11i~,j'1~vh«qjt;ln'liruLLG1~~tI'Uitlfl1111t'U 
-h II.. .., 1'" ...., 'f II ~ 0 II ..I.. ., ill 0 0 

tI'It1£.Ifl'VI L'II£J'U£J'U ~LLn m'I'II~LG1'U L" ~'Itl m'I'Ittl1£J5'I Vl'Itlll'It'-l~1I1m~'II~1~tI'IItl.:l'lltlm~'U~'VIlil:::'V11 

m'Iv'Uv'Ut'\1Li~'U-a'~L'iiJ'U ~~~1n~Li1LG1'Utl'I1fl1'111~LtlnG11'Iv'Uv'U ~;tl'll1~m'Ivi1«qjt;ln'liruu.G1~~tI'Uitlfl1111 
t 'UtI'It 1£.1 flmoHV'UV'U ~;tl LLG1 ~~LtlnG11'Ihj-a'~Llil'Uvi1t '\1'111~itlfi1 

t '\1tltl11~Li1 LG1'U tl'I1 fl1hir.h'Um'Iiilil1'I W 1'V11 ~;;1'UL'VIflilfl 

I 



6 


II .. ...,,, 0., f/V.6" ~ .., " 
6.3 'tIijf'l1l1JVI":iij ":iltJ"tLijtJfI ~fI'tIij..:l'tlijn1V1UfI ~ULijm'l1":iiltltlU LL"t'tlmaUij'VI..:lVl1JfI'tIij..:l~L'tIl 

LaUij":i1f'11~LaUij1Jl'!U Vl1niiiJCYVll1Un1 ":i~f'l1l1J'tJij..:l-6ijf'l1l1JVI~ij":iltJ"tL~tJfI1f11~~mij1fh1il~iltJ'tIij..:l 
.. .... ~I ..I~ 

1JVll1'V1tJl"tJLuU'VI~U~fI 

.. .... '1"'..1 :::a .! ..I 'I' .... 0 ... ..I 'I" ..I
6.4 1JVll1'V1tJ1"tJ 'VI":i..:l1.1It1..:1~'VIfj'VI~t 1.1J":itl":il f'll~1~fI VI ":iij":il f'll VlU..:I":i1 f'l1 ~fI VI":iij":i1f'11'V1LaUij 

~..:IVl1JfI ~1;), VI~ ijij1~~t tJ man n1":i LaUij":i1 fll1f1 tJ1~<W~1":iW1~flVllV1~ij~fI~1..:1 L"tJ ~1;), ~fI LLa1 LL~~t 
- .t.A'..ItI'i"" ~..3"" ...... ... .......... ,~

'n~1":iWl 'VI..:1UL'nij ":it I.tJItIU'tJij..:l'VI1..:1":i1"l1n1":iLU'Ul>'1lflCY ~L'tI1LaUij":i1f'1l~t":i£l..:lL":itJ'U 'VI":i£lL":itJn":i£l..:lfll Ll>'1tJVl1tJ 

1f1 '1 5l1;)' ":i11J~..:I1JVl11'V1matJ ~t<W~1":iWltJmanm":iLaU£l":i1fl1 LL"t"..:I1'V1~L-61Lauij":i1f'11LaiiijuLtlu~~..:I 
..:I1U Vl1nii L VI~tlUL~ij1;)'-;h m":i L-6lLaUij":ilfl1n":it:'l'111 tILfltJ ~~~;~ VI;£liim":ia1JtJij1Jnu 1 'Um":iLaU£l":i1fll 

6.5 ~L-if1La'Uij":ilfll~t:~ij..:l~U":i1fl11~U£ltJn11 30 1'U ,rtlLL~1'U~uJU":i1fl1~fl111tJ 1f1tJ.fl1tJLu 

fhVlUfI~U":i1fl1~LaU£l":i1f'11~ij..:li't1ilfl"ll£ltl~ij":i1fl1m;)'LaUijH 1f1tJ~t:L<wntlijum":iLauij":i1fl1511;), LL"t~ij..:l 

~flVi1'V1,r..:la£l~uJU":i1fl1~LaUijfl~..:I~fI~1V 
6.6 ~La'Uij":i1fl1~ij..:l~flijtl":i1JVlan\1~":im":i~ LL" m":itl;'VI1":i..ijflm":i LL"~nl":iLLm'tIiJCYVl1~tln":iru 

Uij..:ln'U.t1tJflnfl11J":ittltlLfl~£l'YhtJflij1J<W1L~iji (Network IPS-Network Intrusion Prevention System) 

t~L~1V1U1~~~LL"":i~tJtJ £l~1..:1UijtJ 2 1'U 1'U"t~UijtJn11 6 -8'111J..:I W a1,rnfl£l1J<W1L~mi 1JVl11'V1V1atJ 

'i" ... .,..1 ... .ttl ...... ~ 
1J'VI1a1":ifl11J ~flV~"lIUt m":iLa'Uij":i1fl1~t~ij..:lLa'Uij":i1tJ"lIij 'n":iij1J'VI..:I ":it1~ LL"t Lijna1":i LLafl..:lnl":iwn£ltl":i1J 

" 
1f1tJ1'V1tJ1n":i~1J1\'hn1":iijtJ":i1J~~~£l..:leJ1Unl":iijtl":i1JVlan~91":im":i~LL"i'n'tt1 VI;£l;)fI~..:I ~1nVl,.btJ..:I1Um;),i't1 

4 " .. cal t "I" II f/V A 'I' I cl I 

":iij..:l~1 n ~,,~.nWfl'VI LaU£l 'VI..:1U~"lIUtn1":i LaUij":i1fl1~t91ij..:l":itl~fI"lIijtl I.Ua1U'tI £l..:lfl1amU'VI fl1 L£l na1":i 

ItO ~ I " 0 k I .oJ" fCt .., ..s cv" 
tI":itnijtl f'l1£l1V11":i11..:1~1U1U 2 1Jij LL"tfl1£l1'V11":in"1..:11U~1U1'U 11Jij 9lijVlU..:I1'U LuUL1"1 2 1U l>'11'V1":itl~ 

L-if1i't1m":iijtl":i1J~1U1U 5 flU 

6. -ifijti1V1Uflm":i;)fI~..:I1tI":iLLn":i1JUij..:lnU.t1tJflflfl11J":ittJtlLfl;ij'll1tJfl£l1J<W1L91iji 

6.1 NLaUij":i1fl1~ij./jLaUmijfla1":i LL"tU1La'Uij":i1 tJ,,::: L~tJfI~1..:1'l 'tIij~1fl":i~n1":it~ntl 
" ... ........ 'I.... ..,.t ,..,..1 'I '" ..I ..I ... tI ... 


1JVl11'V1tJ1"tJ ":itJ'VI":i1t1.fl1tJ I.U 30 1U UtI~~LL~1'U'VI"..:I'U11J L'Ul>'1CYCY1 ItI~Lijfla1":i'VILaUij~:::~ij~ ":itflijtlfl1tJ 

":i1tJ"t:LiitJfI~1..:1'1 ~~~ij1t1d LtlUij~1~UijtJ 
6.2 a~tI":i1Vm":i~tlmru~..:IVl1JfI 1;)'LLn ~ij~tln":iru ~ijtl;';'VI~~a91~tlfl":iru iU'tJ£l~~tln":iru LL"t: 

~1'U1u~tln":iru 

6.3 LL~'Um":iti1~~i'fl'tt1 LL"tfi~1JijtJ..:I1'U 

6.4 a~tI":i1V~ij ~1LLVlU..:l Vl1J1VL"'tJ1'VI":iP('n'ti~Vi1..:11U 'VI1J1VL"'tJ1'VI":iP('n'tiLfl~ijU~ 'VI1J1VL""lJ 

'i" " .. 
1.'VI":ia1":i LL"t: E-mail ... ..:IVl1JfI"lJij~.VI1J..:I1.U 

6.5 ~"lIUtnl":i Lauij ":i1 fl1~ij..:li't1ilfl"llijtl~ijfl111JLatJVl1 V~ L1ifl~ULdij~ ~1n fl1":i'.h~~i'fl'tt1 
".. ~ '1..1....A'..I tI- ...... '" ... 

~tI fl":iWVI":i£lf'l111JLl>'1VVl1V I.fI'VILflfl"lJ'UL'Uij~~1flm":i !)tJ~..:I1U'tIij..:l~"lI'Utm":iLaUij":i1fl1 ~"lIUt:m":iLaUm1fl1 

~~~ij..:l~-ILilum":if!iij1JLLItI1JLLm'tlt~£l~'i.'Ua.fl1'nL;)1J1f1VL~1 

I 
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$I 	 " ..,.. 0.. .. II 61 ~ 4. 

6.6 	 ~'!I1Jtn1'1Li.'f1Ja'11fl1~t~a~'1UN~'!IaU~1L1J1Jn1'1Lflaa1JmtJ~1Jn'1nm:uULf'I'1a'!l1tJ LLat 

«. ..1..1" ... ,. ..I...... "''I'' 'I" 'I'" ..
~tJn'1W~1~ '1 'YlLntJ1'!1a~nU ~fl'1~n1'1~11J'Yl1JVl11'YlmatJ f11V11J~ LYta ~VI'1tUUi.'f11J1'1('1 L'!I~11J ~~atJ1~1J 

tJ'1ti;'Yl5fI1Yt 

7. f11'1i'utJ'1tn1J 

7.1 ~'!I1Jtf11'1Li.'f1Ja'11fl1~t~a~vhf11'1lf1a1J"hl~'1tUU ';1f'1111Ji.'ftm~~tJmw LLataYtL~~i1J'!Ia~ 

lffa'rlLLTi (Preventive Maintenance) ~~Vl1J~m~';1n1'1~\FI~~1~nu1JVl11'YltJ1trtJ ~11J'1:::tJtL1a1~ 
i'utJ'1tn1J~tJn'1W l\F1tJ~t~a~';1n1'1lf1a1J"h~~'1tuu.'ln'l 4 L~a1J '\JU~1n11J~L~1Ji'utJ'1tn1J LLat~t~a~ 
~~';1'11 tJ~11J~a'!l a~n1'1';1n1'ltd a1J,.hl~'1tUU1~nU1JVl11'Ylm trtJ'Yl'11UVJ nflf~ ~~Vl1n1~ijf11 '11111 L ii1J n1'1 

tda1Jti1l~'1tUULLata~~a'11tJ~11JfI1tJl1J 1411J'\JU~1n11J~fl'1UfhmJ~LL~at'1aU1JVl11'YlmtrtJ~~1111Lii1Jf11'1 

tJi'uLtJ1J'11tJf'lf~11Jer~'11flf~at 20,000 (i.'fa~VI~1JU1'Ylt.111J) 
.. ~ ".1 n ..I" 'I" 	 "II7.2 Vl1mn~fl111JL.,tJVl1tJnU~1Jmw ~ '1 'Yl~'!I1Jtf11'1Li.'f1J8'11f'11 L~Li.'f1Ja ~'!I1Jtf11'1Li.'f1Ja'11fl1~t~a~ 

1111Lii1Jf11'1LLm'!Il~~tJn'1 W~L~tJVl1tJ'l~i.'f11J1 '1('1'l-n~11J1~~11JtJn ~ VI;a~~Vl1~tJmW~1Jl~~ij flJWi.'f1J,m Lvh 

LVltJ1JVI~a~n111J1'Yl\FILL'Yl1J LY1a'l~'1tUUi.'f11J1'1('1'l-n~11J1~(fl11JtJn~ fI1tJl1J'1ttJtL1a1 24 -8'111J.:iVltr~~1n1~i'u 

LL~~~1n1JVl11'Ylmtrv~11J'Yl1~1'Yl'1~Yt" VI~avl1~1'Yl '1i.'f1'1 VI;a'Yl1~~~Vl1J1 tJBLan'Yl'1aiim, ~~'l1Jn'1W~~'!I1Jt 
f11'1Li.'f1Ja'11fl11~i.'f11J1'1('1LLm'!I'l~'1tUU';1~11J1~(fl11Jn1V11J~ ~'!I1Jt f11'1 Li.'f1Ja'11fl1 ~a.:i~ntJi'u'l1Jer~'11-8'111J.:i 

at 1,000 U1'Yl (Vld~~1JU1'Ylt.111J) 1~mf!1~a~-8'111J~'\JuLtJ1JVld~-8'1w~ 

7.3 Vl1n~'!I1Jtf11'1Li.'f1Ja'11fl1~~LQtJ1~1111Lil1Jn1'1'l~'l ~~:mm'!lf'l111JL~tJVl1tJ'!Ia~~tJn'1W~LtJ1J'!Ia~ 
~'!I1Jtf11'1Li.'f1Ja'11fl1f11tJVltr.:i~1n 48 -8'111J~ '\JU~1n~1JVl11'YlmtrtJ1~LL~~'l~~'!I1Jt f11'1Li.'f1JEI'11 f'l1~11J'Yl1~ 

... l' 4 OJ 4~.t.. 0 4 Q,I .., ~ .., II "* 0.. ~ ." ~ 
~~Vl1J1tJVI'1a~'Yl'1i.'f1'11JVl11'Ylm~tJ1Jt.'1'Yl'O'Yl~t~1L1J1Jf11'1~~Vl1 ~~lffa ~~~1~ VI'1a~1L1J1Jf11'1~\FI'l LYtEI LLn~'!I 

'l~~tJn'1W~L~tJVl1tJi.'f11J1'1('1'l-n~11J1~LtJ1JtJn~ LL~t1JVl11'YlmtrtJi.'f11J1'1('1 L~tJnLnUfhl-b'~1 tJl1Jf11'11111 L ii1J f11'1 

8. 	 1~L~1Jl1Jf11'1~~Vl1 

~'lJtJ'1~1J1WL~1J'11tJ1~ Yt.f!1. 2558 VI1J1\F1~1~1~LVl1J1'lJ~f11'1 

9. '1ttJtL1a1a~1JaU.:i11J 

~Li.'f1Ja'11f'11~t~a~a~1J8ULL~tI111Lil1Jf11'1;;\FI~~~tJmwYt~a1J~~'Yl~i.'fa'lJ1~m\'1Li.'f~~LLati.'f11J1'1('1'l-b' 
~11J1~ LLata.:i1Ja'lJ.:i11JfI1tJl1J 30 11J '\J'lJ~~LL"11J~L~1J~'lI'lI1 
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o ... 
flW::m'1In1'n1'M'Utl'1EJfI::LilEJtl 

~1"L'M1I1~LLfI,j1l~;n'li1'::tJtJ\lil"n'UnEJ'lnfl111'::tJ\JLfI;il';1EJflilll;;1Lflil;LLfi::S'UL"il;L'ilfl 

•.,;,a.........(J!:........ n".n11 


('U1~ih~~n~ fI!~'HV1~) 

~ ~ \ 1',"'~ tl................................... n~~2Jn1·nl."'::~'U1m"'''ll1~m~ 

('U1~-rtJI'UI.~'U 'U2JlJ~'U) 



m~1.:aLLIi1'WNL~'IJ.:a'U'l.h::1I1rum~'i''Ui~Ii1~~LL~::~1f11n~1.:j (~1f11t11.:aB.:a) 
t'lJn1~i~~tli~~1.:a~m-u.:a1'IJntlli1;1.:j 

1. ~tltfl ~.:jn1 ~ ..ij1-!1 b'I-1lJ1 Iil bb~th~'-!I-rn'l;1'~::'U'U,j €l-!l n'IJn CJflnfl1lJ'j'::'UtJ bfl~€l"th CJfI€llJ~1 b(;l€li
'U , , 

LL~::~'lJL'Vl€libU(;l (Network IPS -Network Intrusion Prevention System) -..i1'IJ1'IJ 1 -!l1'IJ 

3. 1'IJ~ti1'V1'IJ~~1f11n~1{j (~1f11t11{jB.:a) Q.:; nlJJl1'W'U5 2558, 
'j'1f11n~1,;j ('j'1f11e)1,;j~-:I) 1,415,110.- tJ1'Vl ('I-1~~~1'U~bb~'U'I-1~-!I'I-1~'UtX1'W'U'I-1~-:I-r€lCJ~tJtJ1'Vl~1'U) 

, d (II ...
4. LL'VI~{j'Vl1l1'Utl{j~1f11n~1.:j ~1f11tl1{jtl{j) 

4.1 tJ~,;''Vl 15 1f1b(;l€li (th:::b'Vl~l'VlCJ) -..i1nlil 
'U 

4.2 tJ~,;''Vl 1-~lJ11'Vl -..i1nlil 

4.3 tJ~,;''Vl tJ~ Lb'lllJLtJ€l1 -..i1nlil 
'U 

5. ~1eJ~m~1'V1U1~~ti1'V1'IJ~~1f11mn~ (~1f11t11.:jB.:j)
'U 

1. 'lJ1CJ1'1l1iCJ 11n~bn'l;(;I1, 
QJ' ~ QJ .:! 

2. 'U1CJ1-!1m~'U b'VlY-l1~nlil 
.::31 .cl q 

3. 'U1m1::~nlil ~11~CJ1-!1 

4. 'U1CJi'(;I'Ublil'1l '1llJJJ'4'1l 

I 


